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Abstract— now a day’s wireless sensor network is in demand. Through wireless sensor network we can build a single device
which have feature like communication, sensing and computation. As deployment of sensor networks increase, security issue
becomes the main factor that need more concern. There are many issues in the data communication when dealing with

sensor network. This paper uses needham-schroeder protocol for different clusters and plus one needham-schroeder protocol

between different cluster head and sink node to save energy and time of communication of sensor node.
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Symmetric-key distribution, Key distribution centre, Needham-Schroeder protocol.

1 INTRODUCTION
The performance issue of wireless communication
network and wireless sensor network become
important due to their architecture. The
architecture of wireless communication network is
very complex. Failure of components of wireless
communication network is very common and its
resources are very limited which directly affect its
performance. Example if battery of wireless
communication network is limited then wireless
communication network will not be able to work for
long time. Nodes of wireless communication
network are mobile in nature. They keep on moving
in network and thus cause network link to be
unavailable for maximum time. This affects the
performance of wireless communication network.
Nodes in wireless communication network are
accomplished to receive and transmit to others node
in the network. Nodes can sensor node computer
etc. there exist wireless communication link
between each nodes. If they are connected directly
then it is ad hoc network and they can also be
connected through base station. In ad hoc network
if two nodes are not in range of each other they can
communicated through intermediate node. Nodes
can be wireless or wireless plus mobile. For fixed
nodes different topology are used. Authentication is

process to authenticate user. It is of two type peer
entity authentication and data origin authentication.
In peer entity authentication it authenticate receiver
and sender after connection is established between
them where as data origin authentication is used to
authenticated source of authentication exchange
take place between two parties in which message is
passed to authenticate each other. Wireless sensor
network is part of wireless communication
network.Typically, a wireless sensor network
comprises more but less resourceful nodes than
those in the other types of wireless communication
network.Each sensor node is capable of processing a
limited amount of data[l]. To provide secure
communications for the WSNs, all messages have to
be authenticated [2]
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Fig 1 flow of communication in wireless sensor network

Figure 1 depicts the communication in wireless
sensor network which consist of numbers of sensor
nodes. Security requirements in WSNs are similar
to those of wireless ad hoc networks due to their
similarities [3].Each sensor node is capable of
processing a limited amount of data[l].Data
distribution is the process of distributing data
among nodes in the network. Symmetric key
distribution is the process in which key is
distributed in symmetric method. It requires a
shared key between two entities. It has a key
distribution method which is also known as
trusted third party and shared secret key is shared
with them. An ad hoc network with mobile nodes
is a mobile wireless ad hoc network (MANET) [4].
2 RELATED WORK

Kerberos authentication scheme [2] is used for the
authentication of base station in sensor network. It
has been name after three-headed dog that is part
of mythology of Greek. Latest version that is being
used is version 5.

Servers involved in Kerberos areauthentication
server (AS) and ticket-granting server (TGS)

AS is a part of key distribution centre. User register
themselves with AS and then AS provide them a
identity and their password. AS maintain these
details in its database. AS confirm user and
provide them with a session key if verification is
complete and also sends ticket to the other server
that is ticket-granting server. TGS gives i
concern ticket to the end user. It also provide
session key between parties after its own

verification.
KDC
INCLUDES
AS TGS
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Fig 2.Kerberos servers

Figure 2 depicts that AS server and TGS server are
part of key distribution centre.
Drawback of Kerberos servers
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Fig 3 Sensor nodes connected with a single Kerberos

Figure 3 depict the architecture of related work.
The main drawback was that there is only one
Kerberos used for so many sensor networks.
Suppose large number of sensor nodes request for
authentication at the same time then they have to
wait for long time as Kerberos is very busy. Thus
this delays their connection with sink node. Lots of
energy and time is wasted. This problem needs to
be solved.

R3 PROPOSED METHOD

To overcome the above problem this method is
proposed. in this we use Needham-Schroeder
protocol. In this we use two Ra and Rs. Let p1 be
one party for communication and p2 be other party
of communication.

1. pl will send a message to KDC which also
include Ra, his and p2 identity.

2. KDC send encrypted message that is
encrypted with pl,s key to pl which consist
of Ra, p2 identity, session key and encrypted
message for p2.

3. plsend p2’s ticket to him

4. p2 send a challenge to p2 i.e. Rg, that is
encrypted with session key.
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5. plresponse to it with Rp-1.
In this method we form number of cluster of sensor
nodes in which sensor node in one cluster is
connected to one Needham-Schroeder protocol and

This protocol is connecting to cluster head. All
cluster head is connected to one Needham-
Schroeder protocol and this protocol is then
connected to sink node. All cluster head node can
also communicate with each other through the
protocol that connects them.
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Fig 4 clustering using Needham-Schroeder  protocol

Figure 4 depict the clustering and communication
mechanism. SN stands for sensor nodes, CHN for

cluster head node, NS for Needham-Schroeder
protocol. It is clear that there is more than one
cluster and each has its own Needham-Schroeder
protocol. Sensor nodes in respected cluster can
request  Needham-Schroeder  protocol  for
authentication. In cluster communication is
between cluster head node and one sensor node.
After that cluster head communicate with
Needham-Schroeder protocol that is connected
with sink node. This communication is more
reliable than the previous proposed method.
Needham-Schroeder protocol that is connect to
sink node protect node from unauthorized users.

4 CONCLUSIONS

This method provides reliable communication
among sensor nodes. The data that is
communicated between them is also secure. It also
saves energy. Unauthorized wuser cannot
communicate with sink node. Cluster head node
can communicate with any other cluster head
node. Further work will be implementing to
reduce the usage of energy.
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